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A Smarter Way to  
Monitor Video

Our new ACC™ 7 software introduces Focus of Attention — a cutting-edge 
user interface for live video monitoring that leverages AI and video analytics 
technologies to determine what information is important and should be 
presented to security operators.

Product features and functionalities may not yet be available and, if and when available, may not be as depicted. Image and user interface have been simulated for illustrative purposes.
© 2019, Avigilon Corporation. All rights reserved. AVIGILON, the AVIGILON logo, AVIGILON CONTROL CENTER and ACC are trademarks of Avigilon Corporation.
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Industry News

According to the latest ESET 
IoT research, D-Link cloud 
camera DCS-2132L suffers 

from multiple security vulnerabilities, 
which can open the door to 
unauthorized actors. Based on 
disclosed information, the 
manufacturer mitigated some of the 
reported vulnerabilities, yet others 
still loom.

“The most serious issue with the 
D-Link DCS-2132L cloud camera is 
the unencrypted transmission of the 
video stream. It runs unencrypted 
over both connections – between 
the camera and the cloud and 
between the cloud and the client-
side viewer app – providing fertile 
ground for ‘man-in-the-middle’ 
attacks and allowing intruders to 
spy on victims’ video streams,” 
described ESET Researcher Milan 
Fránik, based at the ESET Research 
Lab in Bratislava.

Another serious issue found with 
the camera was hidden in the 
“myDlink services” web browser 
plug-in. This is one of the forms of 
the viewer app available to the user; 
others include mobile apps, which 
were not part of our research.  

The web browser plug-in manages 
the creation of the TCP tunnel and 
the live video playback in the client’s 
browser but is also responsible for 
forwarding requests for both the 
video and audio data streams 
through a tunnel, which listens on 
a dynamically generated port on 
localhost. 

“The plug-in vulnerability could 
have had dire consequences for the 
security of the camera, as it made it 
possible for the attackers to replace 
the legitimate firmware with their 
own rigged or back-doored 
version,” said Fránik.

ESET has reported all the 
vulnerabilities found to the 
manufacturer. Some of the 
vulnerabilities – primarily in the 
myDlink plug-in – have since been 
mitigated and patched via update, 
yet issues with the unencrypted 
transmission persist. 

ESET research reveals 
vulnerabilities in door 
cameras

Synology unveils DiskStation Manager 6.2.2

New security flaw in Intel chips could affect millions

Synology recently released the latest 
update of DiskStation Manager (DSM) 
6.2.2, featuring a series of new 

functionalities that not only optimize user 
navigation but also enhance system 
performance. 

“DSM 6.2 has demonstrated field-proven 
reliability with over 3.4 million Synology NAS 
running it. Tailor-made for your IT 
infrastructure and ready to fit into any 
environment, DSM 6.2.2 now comes with 
more granular options that help IT 
administrators gain better control over the 
whole system,” said Hewitt Lee, Director of 
Product Management Group at Synology. 
“This facilitates business data management 
with services that more accurately suits 
your needs.”

Key features include: 
System optimization: Granular 

configurations ensuring consistent 
performance in production environments are 
now available in Snapshot Replication, iSCSI 
Manager, and Synology High Availability. Visit 
the Release Note to learn more. 

Smart Update: Designed to minimize 
system interruptions, Smart Update detects 
whether the system would benefit from an 

update and decide to install or skip the 
update based on the system’s running 
services to achieve the highest 
system uptime. 

Contextual guidance to provide quick 
resolutions: More information and 
troubleshooting tips are added to Storage 
Manager to reduce confusion and human 
errors as well as guiding users to resolve 
potential issues, supporting them across 
different aspects of storage management with 
a better user experience. 

Migration Assistant Beta: The new package 
allows you to complete whole-system 
migration including volumes, LUNs, and 
configurations with ease, minimizing 
disruptions to existing services and users 
during a hardware upgrade. 

DSM 6.2 and a list of packages for backup, 
file management and syncing, high 
availability, video surveillance, central 
management, and more will receive security 
updates and important fixes until June 2023. 
The long-term support ensures that 
businesses can maintain a stable production 
environment over a long period of time and be 
able to plan for the deployment of the next 
major version in a suitable time frame.

Intel has revealed another hardware 
security flaw that could affects millions 
of machines around the world. The bug  

is embedded in the architecture of computer 
hardware, and it can’t be fully fixed.

“With a large enough data sample, time or 
control of the target system’s behaviour,” the 
flaw could enable attackers to see data 
thought to be off-limits, Bryan Jorgensen, 
Intel’s senior director of product assurance 
and security, said in a video statement.

But Intel said, on May 14, there’s no 
evidence of anyone exploiting it outside of a 
research laboratory. “Doing so successfully 
in the real world is a complex undertaking,” 
Jorgensen said.

It’s the latest revelation of a hard-to-fix 
vulnerability affecting processors that 
undergird smartphones and personal 
computers. Two bugs nicknamed Spectre 
and Meltdown set a panic in the tech 
industry last year.

Intel said it’s already addressed the 
problem in its newest chips after working for 
months with business partners and 
independent researchers. It’s also released 
code updates to mitigate the risk in older 
chips, though it can’t be eliminated entirely 
without switching to newer chips.

Major tech companies Google, Apple, 
Amazon and Microsoft all released advisories 
on May 14 to instruct users of their devices 
and software, many of which rely on Intel 
hardware, on how to mitigate the 
vulnerabilities.

As companies and individual citizens 
increasingly sign their digital lives over to ‘the 
cloud’ — an industry term for banks of servers 
in remote data centres — the digital gates and 
drawbridges keeping millions of people’s data 
safe have come under increasing scrutiny.

In many cases, those barriers are located 
at the level of central processing unit, or CPU 
— hardware that has traditionally seen little 
attention from hackers. But last year the 
processor industry was shaken by news that 
Spectre and Meltdown could theoretically 
enable hackers to leapfrog those hardware 
barriers and steal some of the most securely 
held data on the computers involved.

Although security experts have debated the 
seriousness of the flaws, they are onerous and 
expensive to patch, and new vulnerabilities 
are discovered regularly.
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News
in Brief

360 Vision Technology support Help for Heroes charity

UK CCTV manufacturer, 360 Vision 
Technology, has recently donated 
£6,000 to the Help for Heroes charity. 

360 Vision Technology handed over an initial 
cheque to Help for Heroes Area Fundraising 
Manager for the North West, Trevor Fudger, at 
the company’s Cheshire based 
manufacturing facility and headquarters. 

Commenting on the donation, Adrian Kirk, 
Strategic Account Director at 360 Vision 
Technology said:  “When we launched the 
Invictus Ultra-Low-Light HD PTZ camera, the 
company decided to make a contribution to 
the charity based on camera sales, to help 
support military service people, who in turn, 
over the years have been a major user of 360 
Vision’s video surveillance products. 

“Handing over the first cheque was a 
tremendously proud moment for us all at 360 
Vision, and the proudest moment of my 
career. Some of our staff have family 
members currently in service, and our 
Chairman’s father flew Spitfires in World War 
II, so it felt like a natural fit for us to support 
serving personnel, veterans and their family 
members.”

Since Help for Heroes was founded in 
2007, it has supported over 21,000 
individuals. From welfare advice and 
psychological support; new career and 

fellowship opportunities (for both the 
wounded and their loved ones), to courses 
and activities designed to benefit their 
physical and mental wellbeing. Much of this 
support is available at the Charity’s four 
Recovery Centres.

 Trevor Fudger, Area Fundraising Manager 
for the North West said: “When signing up to 
the Armed Forces, Service personnel make a 
promise to protect our country. In return, Help 
for Heroes makes a commitment to support 
the wounded and their families, whenever 
they need us. 

“To enable us to do that, we need the help 
of the public and of organisations like 360 
Vision Technology, who we can’t thank 
enough for their generous donation.”

www.securitybuyer.com ISB  03

Industry News

Tatatis doles dolupient estorem. Itam 
enihiliam laborem qui qui sim fugit fugiatur? 
Optur?

Ed que reris a porempores rem con 
consequam eos nat omnias expedis 
voluptio qui odi illores placess eribus 
restiam as am num et di am nossuntium, 
tempos ne culpa vidit, vellandae 
dicaboreped minvelis dolo el maxim vellaut 
re expelendione assinci isinvent lamet pore 
et in re rempe nit earum ipsam vollab in 
niendanis dolorempores si odistemporia id 
qui od ex etum none volo quo vendem. Pa 
velest explatiist facietur? Alis debitatatur, 
nihil ipictis ciisci commolu ptist, ut impores 
eum fugia volorro et erumento oditis eos ut 
resedit haria diae odiant a delesed quo 
occabo. Nem reperum de dolorporem aut 
omnis pelessi velecer ibusantio volorem ex 
eum non cus anis etusam cus eaquam 
expero doluptatiam eius acestio estem 
enimin cuptae doluptiur, volor sunt mosa 
doluptae. Ciet ditati rerestia dere peliam, 
opta que dolut volorem deliqui arciam, alita 
vit ium as dolor aliqui beat mos dolo quidis 
ra necae ni con net dolum aut officium 
expla et odi dolorescime et aliqui susae 
excepro temperum facea conseca 
borehenisi necabor rem. Ur?

Pudamen daernatur, officto taepedia 
ipsam cus.

Laute cus, sandeligeni nonsequodi 
quamusam nostrum, volendanitat odis 
esequatem acesti cuptatis sit, volo verro 
berate vendios el modi aut fuga. Et hariae 
sitassi totat volenetur?

Ugia corro bereperci sit etur? Pudamen 
daernatur, officto taepedia ipsam cus.

Laute cus, sandeligeni nonsequodi 
quamusam nostrum, volendanitat odis 
esequatem acesti cuptatis sit, volo verro 
berate vendios el modi aut fuga. Et hariae 
sitassi totat volenetur?

Ugia corro bereperci sit etur? Pudamen 
daernatur, officto taepedia ipsam cus.

Laute cus, sandeligeni nonsequodi 
quamusam nostrum, volendanitat odis 
esequatem acesti cuptatis sit, volo verro 
berate vendios el modi aut fuga. Et hariae

Ju
ne

Ju
ly

Heading line 1
Heading line 2

Breif Story 
Officid ma volenietur suntet doluptate 

prature eum et fugitem poriam, officatur, 
aut omnis nus alis quas doloria ntorit labo. 
Et quam alique voluptia pellut re net alita 
ped molora ventota temodit, to to opta 
pelende llabor aboriae od mo 
diatiamusdam sus, officil labori a non et v 
Officid ma volenietur suntet doluptate 
prature eum et fugitem poriam, officatur, 
aut omnis nus alis quas doloria ntorit labo. 
Et quam alique voluptia pellut re net alita 
ped molora ventota temodit, to to opta

News
in Breif

Heading line 1
Heading line 2

Officid ma volenietur suntet doluptate prature 
eum et fugitem poriam, officatur, aut omnis nus 
alis quas doloria ntorit labo. Et quam alique 
voluptia pellut re net alita ped molora ventota 
temodit, to to opta pelende llabor aboriae od 
mo diatiamusdam sus, officil labori a non et 
velenescia arum alit volorit es mod quodit 
exeribus si omnimusci dolum dolendigenet 
reheni que sanit aut aut latur, saestiis solupta 
sperum volum estrund ellitas perspicatur 
apernatem as escidi amenis magnimus 
sandem volorenis derit, que vel et et es debit 
doluptusda dolore cum volessime excepta 
ssimper iorrovit exerrum fugit lab invendaecus a 
plam conemperatus evellibus quis ut etur?

Pit ventur aciust et enim el inctes dolor aut et 
es acit, cone volupta turecta vendes pratisq 
uatem. Eniatur magnatet repe ipsunt ut provit 
magnihil idite porunt harum rentius aut 
porescipsam dolorehenim il mo everchil et vera 
quuntur?

Ommoditatque vel ex exerupt umquidusam 
vel molorem porrum et eveliquiam, que porio. 
Bo. Nam esequiae conseque sit veribus cum 
eat.

Pis alique ped magnim faciatiorio experiat 

liberibus dolo 
quias dolum 
aceate velis con 
n o n s e q u i s s i t 
voluptam nat 
maximil ma 
p e l i g n a t u r e s 
abor alicimi, 
quide ipicillacit 
mo minum recto 
consequas ex 
ersperione niasit accae nonsendam facearum 
eturiatio eumquia voluptam nat maximil ma 
pelignatures abor alicimi, quide ipicillacit mo 
minum recto consequas ex ersperione niasit 
accae nonsendam facearum eturiatio eumquia 
voluptam nat maximil ma pelignatures abor 
alicimi, quide ipicillacit mo minum recto 
consequas ex ersperione niasit accae 
nonsendam facearum eturiatio eumquia 
voluptam nat maximil ma pelignatures abor 
alicimi, quide ipicillacit mo minum recto 
consequas ex ersperione niasit accae 
nonsendam facearum eturiatio eumquia 
voluptam nat maximil ma pelignatures abor 
alicimi, quide ipicillacit mo minum recto

Heading line 1
Heading line 2

Officid ma volenietur suntet doluptate prature 
eum et fugitem poriam, officatur, aut omnis nus 
alis quas doloria ntorit labo. Et quam alique 
voluptia pellut re net alita ped molora ventota 
temodit, to to opta pelende llabor aboriae od 
mo diatiamusdam sus, officil labori a non et 
velenescia arum alit volorit es mod quodit 
exeribus si omnimusci dolum dolendigenet 
reheni que sanit aut aut latur, saestiis solupta 
sperum volum estrund ellitas perspicatur 
apernatem as escidi amenis magnimus 
sandem volorenis derit, que vel et et es debit 
doluptusda dolore cum volessime excepta 
ssimper iorrovit exerrum fugit lab invendaecus a 
plam conemperatus evellibus quis ut etur?

Pit ventur aciust et enim el inctes dolor aut et 
es acit, cone volupta turecta vendes pratisq 
uatem. Eniatur magnatet repe ipsunt ut provit 
magnihil idite porunt harum rentius aut 
porescipsam dolorehenim il mo everchil et vera 
quuntur?

Ommoditatque vel ex exerupt umquidusam 
vel molorem porrum et eveliquiam, que porio. 
Bo. Nam esequiae conseque sit veribus cum 
eat.

Pis alique ped magnim faciatiorio experiat 
liberibus dolo quias dolum aceate velis con 

n o n s e q u i s s i t 
voluptam nat 
maximil ma 
p e l i g n a t u r e s 
abor alicimi, 
quide ipicillacit 
mo minum recto 
consequas ex 
e r s p e r i o n e 
niasit accae 
n o n s e n d a m 
f a c e a r u m 
eturiatio eumquia voluptam nat maximil ma 
pelignatures abor alicimi, quide ipicillacit mo 
minum recto consequas ex ersperione niasit 
accae nonsendam facearum eturiatio eumquia 
voluptam nat maximil ma pelignatures abor 
alicimi, quide ipicillacit mo minum recto 
consequas ex ersperione niasit accae 
nonsendam facearum eturiatio eumquia 
voluptam nat maximil ma pelignatures abor 
alicimi, quide ipicillacit mo minum recto 
consequas ex ersperione niasit accae 
nonsendam facearum eturiatio eumquia 
voluptam nat maximil ma pelignatures abor 
alicimi, quide ipicillacit mo minum recto alicimi, 
quide ipicillacit mo minum recto alicimi, quide 

Breif Story 
Officid ma volenietur suntet doluptate 

prature eum et fugitem poriam, officatur, 
aut omnis nus alis quas doloria ntorit labo. 
Et quam alique voluptia pellut re net alita 
ped molora ventota temodit, to to opta 
pelende llabor aboriae od mo 
diatiamusdam sus, officil labori a non et v 
Officid ma volenietur suntet doluptate 
prature eum et fugitem poriam, officatur, 
aut omnis nus alis quas doloria ntorit labo. 
Et quam alique voluptia pellut re net alita 
ped molora ventota temodit, to to opta

Breif Story 
Officid ma volenietur suntet doluptate 

prature eum et fugitem poriam, officatur, 
aut omnis nus alis quas doloria ntorit labo. 
Et quam alique voluptia pellut re net alita 
ped molora ventota temodit, to to opta 
pelende llabor aboriae od mo 
diatiamusdam sus, officil labori a non et v 
Officid ma volenietur suntet doluptate 
prature eum et fugitem poriam, officatur, 
aut omnis nus alis quas doloria ntorit labo. 
Et quam alique voluptia pellut re net alita 
ped molora ventota temodit, to to opta

Breif Story 
Officid ma volenietur suntet doluptate 

prature eum et fugitem poriam, officatur, 
aut omnis nus alis quas doloria ntorit labo. 
Et quam alique voluptia pellut re net alita 
ped molora ventota temodit, to to opta 
pelende llabor aboriae od mo 
diatiamusdam sus, officil labori a non et v 
Officid ma volenietur suntet doluptate 
prature eum et fugitem poriam, officatur, 
aut omnis nus alis quas doloria ntorit labo. 
Et quam alique voluptia pellut re net alita 
ped molora ventota temodit, to to opta

Heading line 1
Heading line 2

Officid ma volenietur suntet doluptate 
prature eum et fugitem poriam, officatur, aut 
omnis nus alis quas doloria ntorit labo. Et 
quam alique voluptia pellut re net alita ped 
molora ventota temodit, to to opta pelende 
llabor aboriae od mo diatiamusdam sus, 
officil labori a non et velenescia arum alit 
volorit es mod quodit exeribus si omnimusci 
dolum dolendigenet reheni que sanit aut 
aut latur, saestiis solupta sperum volum 
estrund ellitas perspicatur apernatem as 
escidi amenis magnimus sandem volorenis 
derit, que vel et et es debit doluptusda 
dolore cum volessime excepta ssimper 
iorrovit exerrum fugit lab invendaecus a 
plam conemperatus evellibus quis ut etur?

Pit ventur aciust et enim el inctes dolor 

aut et es acit, cone volupta turecta vendes 
pratisq uatem. Eniatur magnatet repe ipsunt 
ut provit magnihil idite porunt harum rentius 
aut porescipsam dolorehenim il mo everchil 
et vera quuntur?

Ommoditatque vel ex exerupt 
umquidusam vel molorem porrum et 
eveliquiam, que porio. Bo. Nam esequiae 
conseque sit veribus cum eat.

Pis alique ped magnim faciatiorio experiat 
liberibus dolo quias dolum aceate velis con 
nonsequissit voluptam nat maximil ma 
pelignatures abor alicimi, quide ipicillacit 
mo minum recto consequas ex ersperione 
niasit accae nonsendam facearum eturiatio 
eumquia voluptam nat maximil ma 
pelignatures abor alicimi, quide ipicillacit 
mo minum recto consequas ex ersperione 
niasit accae nonsendam facearum eturiatio 
eumquia voluptam nat maximil ma 
pelignatures abor alicimi, quide ipicillacit 
mo minum recto consequas ex ersperione 
niasit accae nonsendam facearum eturiatio 
eumquia voluptam nat maximil ma 
pelignatures abor alicimi, quide ipicillacit 

mo minum recto 
consequas ex 
ersperione niasit 
accae nonsendam 
facearum eturiatio 
eumquia voluptam 
nat maximil ma 
pelignatures abor 
alicimi, quide 
ipicillacit mo minum 
recto Pis alique ped 
magnim faciatiorio experiat liberibus dolo quias 
dolum aceate velis con nonsequissit voluptam nat 
maximil ma pelignatures abor alicimi, quide 
ipicillacit mo minum recto consequas ex ersperione 
niasit accae nonsendam facearum eturiatio 
eumquia voluptam nat maximil ma pelignatures 
abor alicimi, quide ipicillacit mo minum recto 
consequas ex ersperione niasit accae nonsendam 
facearum eturiatio eumquia voluptam nat maximil 
ma pelignatures abor alicimi, quide ipicillacit mo 
minum recto consequas ex ersperione niasit accae 
nonsendam facearum eturiatio eumquia voluptam 
nat maximil ma pelignatures abor alicimi, quide 
ipicillacit mo minum rectouas ex ersperione niasit 
accae nonsendam facearum eturiatio eumquia 

“We tend to focus on the 
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rather than those that 

haven’t, so it is 
sometimes easy to 

overlook the importance 
of passenger 

surveillance and covert
 security operations.” 
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Platinum Tools showcases new 
Copper Foil Strips during InfoComm 

2019

Avigilon expands subscription cloud 
service platform into Australia and New 

Zealand

Platinum Tools have announced that it 
will feature the recently launched Copper 
Foil Strips during InfoComm 2019, held in 
Orlando, from June 12-14 at the Orange 
County Convention Centre. 

The new EMI/RFI shielding strips are 
available now and are supplied on a 
removable paper sheet for easy handling 
– typically used for applications in the 
electronics industry such as static charge 
draining, seaming shielded rooms, cable 
wrapping and surface contact to non-
solderable materials. 

“Platinum Tools Copper Foil Strips 
consist of a copper foil backing and 
conductive adhesive,” explained Lee 
Sachs, Platinum Tools, LLC president and 
General Manager. “These copper foil 
strips work perfectly with all the Platinum 
Tools Shielded RJ45 Connectors and 
Shielded Keystone Jacks.”

Avigilon Corporation has announced 
that Avigilon Blue, its video security as a 
service platform, is now available in 
Australia and New Zealand.

Powered by Microsoft Azure, Avigilon 
Blue is a subscription-managed video 
security platform featuring self-learning 
video analytics technology that detects 
the presence and movement of people 
and vehicles. The Avigilon Blue platform 
enables video monitoring providers and 
integrators to remotely manage and 
service more customer sites with fewer 
resources. 

“The Avigilon Blue platform is designed 
to bring Avigilon analytics to virtually any 
security camera and help our customers 
simplify monitoring and event 
verification,” said James Henderson, 
Avigilon’s president. “We are excited to 
expand our cloud platform in Australia 
and New Zealand, bringing added value 
to our Partners and their customers in the 
region.”

DE-CIX expands capacities in Frankfurt with maincubes

DE-CIX is expanding its presence in its 
Frankfurt location and has entered – 
with immediate effect – into a 

cooperation with the data centre operator 
maincubes. In the heart of the German 
metropolis and the largest Internet Exchange 
in the world, a new “DE-CIX Enabled Site” has 
been created. 

This means that maincubes makes its data 
centre infrastructure available to DE-CIX, 
which operates its own network infrastructure 
there, as well as undertaking the 
management and the marketing. In total, 
DE-CIX has 32 different locations in the 
Frankfurt metropolitan area. The long-term 
goal of the expansion is to serve the strong 
demand for interconnection services in many 
German regions, and in this way to get closer 
to the customers.

“Through the cooperation with maincubes, 
we are able to strengthen our position as the 
largest Internet Exchange in the world and 
offer our customers even greater redundancy. 
Our aim is not only to expand within Frankfurt, 

but to spread out nationwide in Germany, and 
in this way to be as close as possible to our 
users,” Dr Thomas King, Chief Technology 
Officer at DE-CIX, commented on the 
expansion. “We are pleased about the 
successful cooperation with maincubes, 
because we greatly value this German SME 
as a professional data centre operator.”

“Our partnership with DE-CIX is a 
significant and important step towards 
expanding the connectivity of our data 
centres. In this way, maincubes enables 
customers to take advantage of colocation 
services in conjunction with connectivity and 
cloud services to ensure their successful 
digital future,” said Albrecht Kraas, CTO at 
maincubes.COPYRIG

HT
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1.5bn users have been advised to update their app in the wake of this attack, and blame has 
been apportioned to the products of an Israeli cybersecurity outfit, NSO. What happened? 

Messaging service WhatsApp is hacked 
by an advanced cyber actor

T
he messaging app WhatsApp is 
just another high-profile casualty 
of what is something that is 
becoming a more frequent 

occurrence – it’s been hacked.  

This is not the first high-profile company 
that this has happened to as companies are 
always being hacked by cyber criminals, 
however, this is the a highly embarrassing 
one as the Facebook owned company 
claims that this is not possible due to its 
security encryption. 

On its own website the app claims that 
security is done by default and that users 
should not have to worry about such things 
as being hacked as “encryption means 
that WhatsApp and third parties can’t 
read them anyway.” 

How did this happen to such a well-known 
app? This is still under investigation by a 
number of authorities, including Facebook 
itself, but one thing that has come out of 
this is that they are now not immune to 
such attacks. 

It is being claimed in cyber security that this 
hack was done by a company known as the 
NSO group based in Israel due to the 
advanced nature of the attack and the 
method used to deliver it. 

This was done using the company’s flagship 
Pegasus software which would allow them 
to turn on the phone’s microphone and 
camera, look through emails and messages 
and also collect data from the phone.
Users would not even have had to answer 
the phone to allow this to happen to them 
whether they had a iPhone or an 
Android device. 

Daniel Follenfant, Senior Manager 
Penetration Testing, Consulting Services 

NTT Security, said: “The hacking of 
WhatsApp’s messaging service is a classic 
example of a Buffer overflow attack. 

“Buffer overflows aren’t new, but you don’t 
often see them these days and this attack is 
particularly clever because it uses this flaw 
to gain access to a phone without the user 
even answering. 

“In its simplest form Buffer overflows are a 
way of writing code to an area of the 
application in memory that will then be 
executed. The WhatsApp exploitation 
resonates the classic but more 
sophisticated buffer flow attack. To carry 
this out the attacker had to deceive the 
receiver by making a call and then send the 
sending packets of data during the process 
of the call; once the packet transfers are 
complete, the packet execution forces 
WhatsApp’s internal buffer to overflow, 
overwriting the app’s security and allowing  
surveillance capability on encrypted chat, 

eavesdrop on calls and microphone and 
control the camera. 

“There is nothing you can do about this; it is 
a design flaw and WhatsApp has quickly 
addressed the problem by releasing a patch 
for applications already running and the new 
versions do not appear to be susceptible.  

“Our advice to users is to check that you are 
not running a susceptible application by 
checking the version number running “The 
issue affects WhatsApp for Android prior to 
v2.19.134, WhatsApp Business for Android 
prior to v2.19.44, WhatsApp for iOS prior to 
v2.19.51, WhatsApp Business for iOS prior 
to v2.19.51, WhatsApp for Windows Phone 
prior to v2.18.348, and WhatsApp for Tizen 
prior to v2.18.15. If you are unable to locate 
the version or are worried then backup your 
messages, completely remove WhatsApp 
and reinstall from the latest version on the 
relevant App Store.  

“THE HACKING OF WHATSAPP’S MESSAGING 
SERVICE IS A CLASSIC EXAMPLE OF A BUFFER 

OVERFLOW ATTACK”

COPYRIG
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“This was a very coordinated attack 
developed by NSO group who in the past 
have been able to breach phone security 
with its famous Spyware Pegasus 
software and we urge all users to update 
their WhatsApp application.” 

This is not the first case of NSO software 
being used to hack into systems as 
Amnesty International have also claimed 
that the Pegasus software has been used 
against them in the past as they are taking 
the Israeli military and NSO to court over 
the attack. 

In a press release the group state: “In a 
petition to be filed tomorrow at the District 
Court of Tel Aviv, approximately 30 
members and supporters of Amnesty 
International Israel and others from the 
human rights community set out how the 
MoD has put human rights at risk by 
allowing NSO to continue exporting its 
products.”
 
In support of the petition, Danna Ingleton, 
Deputy Director of Amnesty Tech, said: 
“As long as products like Pegasus are 
marketed without proper control and 
oversight, the rights and safety of 
Amnesty International’s staff and that of 
other activists, journalists and dissidents 
around the world is at risk.” 

Javvad Malik, Security Awareness 
Advocate, KnowBe4, said: “Cyber 
criminals or state actors will typically 
follow the users. With WhatsApp being 
such a popular communication tool 
around the world, it is no surprise that it 
would make such an appealing target.  

“It doesn’t appear as if masses of 
users were victims of this attack, rather 
the vulnerability was exploited to infect 
specific individuals in a more 
targeted attack.  

“The worrying thing about this attack was 
that it needed no interaction from the 
victim. A WhatsApp phone call would 
infect the user, even if they didn’t answer 
it. While there is not much the average 
user can do in this situation, for high 
profile individuals, or those working with 
sensitive information, it becomes 
important to evaluate downloaded apps, 
and indeed the functionality of a 
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NSO owners’ open letter 
following WhatsApp attack
Novalpina Capital are determined to ensure NSO’s  
technology is used for its intended purposes and not abused 
by third parties, says Founding Partner Stephen Peel

H
e said: “We are determined to do 
whatever is necessary to ensure 
that NSO technology is used for 
the purpose for which it is 

intended – the prevention of harm to 
fundamental human rights arising from 
terrorism and serious crime – and not 
abused in a manner that undermines other 
equally fundamental human rights.

“There can be no doubt whatsoever that the 
lawful, appropriate and responsible 
deployment of NSO technology by 
intelligence and law enforcement agencies 
is essential in order to address the serious 
challenges in many countries of what would 
otherwise be untraceable and 
undisruptable serious crime, terrorism, 
paedophile rings, human trafficking, drug 
cartels and the like. As the UK National 
Crime Agency notes in its National Strategic 
Assessment of Serious and Organised 
Crime 2019 report: “Advancing technology 
gives offenders new tools to commit and 
hide their crimes. Today’s criminals can sell 
drugs, share indecent images of children, or 
hack into national infrastructure from 
anywhere in the world, communicating 
covertly through encrypted services and 
moving illicit finances at speed. Serious and 
organised criminals at all levels remain 
engaged in the widespread abuse of 
encryption tools to evade law enforcement. 
[Serious organised crime] offenders 
continue to exploit both legitimate, widely 
commercially available encrypted 
communications applications, and 
secure encrypted platforms designed 
for criminal use.”

“The matters highlighted by Amnesty 
International [in its affidavit] reflect precisely 
the reasons why we believe so strongly in 
the merits of bringing NSO into full 
compliance with the UN Guiding 
Principles… Our intention is to establish a 
new benchmark for transparency and 
respect for human rights in full compliance 
with the UN Guiding Principles…  This is a 
challenging goal – wholly without precedent 
within the cybersecurity industry (in fact, it 
remains rare in any industry) – that will need 

to address complex matters of national 
security law and of intelligence and law 
enforcement agency practice. The intended 
outcome is a significant enhancement of 
respect for human rights to be built into 
NSO’s policies and procedures and into the 
products sold under licence to intelligence 
and law enforcement agencies.”

“We abhor any form of misuse of any form of 
surveillance technology by any 
government, agency or individual, and we 
particularly condemn without hesitation any 
such misuse directed at people who are 
vulnerable simply as a consequence of their 
commitment to report on, speak out for or 
defend human rights. It is also important to 
note that NSO does not operate its 
technology in its own right to target any 
individual or organisation. Moreover, it 
would never seek to do so (even if it did 
possess the capabilities required, which it 
does not) as the company clearly has no 
lawful interception mandate and any such 
action would therefore be illegal. The 
company’s technology is designed in such 
a way that it can only be deployed by an 
intelligence or law enforcement agency to 
whom the technology is sold under licence. 
NSO has no involvement whatsoever in any 
end-user agency’s tactical deployment 
decisions.”

“The revised governance framework for 
NSO will reflect the importance of 
considering the company’s business 
relationship with the state entities that are 
the end-users of its products, mindful of the 
salient human rights risks that arise in the 
context of the countries within which end-
user agencies operate…. Furthermore, the 
framework will be designed to reflect the 
need for particular attention to be paid to 
adverse human rights impacts on 
individuals at “heightened risk of 
vulnerability or marginalisation” (in line with 
the UN Guiding Principles) which would 
include journalists, human rights defenders, 
and members of other civil society groups 
at risk of being targeted as a consequence 
of the legitimate exercise of their 
human rights.”

COPYRIG
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Only half of UK businesses insure themselves against loss 
or damage to data, says new research from Accenture

Only half of UK businesses insure 
themselves against loss to data

C
ybersecurity should be a major 
concern for every organisation 
in business today. Cybercrimes 
affect all types of organisations 

(large, small, well-known, private, public, 
etc.) and seem to be making news headlines 
nearly every day. The impact of a breach on 
your organisation can mean significant profit 
loss, regulatory fines, reputation destruction 
and the loss of valuable customers.

When customers trust your organisation, 
you are expected to protect their customer 
data. That’s why organisations need to learn 
how to collect, properly utilise and 
eventually eliminate customer data, all 
while maintaining robust security posture. 
Customers need organisations to be 
transparent, prepared and vigilant when 
it comes to cybersecurity. 

One in four business leaders are aware of 
a malicious attempt to steal or destroy their 
data in the last 12 months, rising to 34% for 
large firms – and yet they don’t take 
complete steps to protect its value. More 
than one in ten say they experienced an 
internal threat to their data, such as 
accidental damage.

Those that do insure their data, do so for 
only a fraction of the costs associated with 
collecting and analysing it. The average 
medium-sized business spends £980,000 
on collecting and analysing data and the 
costs of data loss or damage are potentially 
far higher. Yet, on average, the insured 
value of that data is only £65,000. 

One of the barriers to realising the value 
of data is actually the access to it. 
Businesses believe that 30% of the data 
they hold is inaccurate and 70% of the 
people that use data don’t have access 
to everything they need. 

George Marcotte, Managing Director, 
Accenture Digital, said: “The disparities 
we’re seeing in the insured value of data 
versus costs associated with it, as well as 
those choosing not to insure, show how 
companies are clinging to traditional 

practices. These businesses still revolve 
around the five classic asset classes: 
monetary, physical, relational, 
organisational and human, which I imagine 
they will have insurance to protect. And yet 
they don’t put data into that category.

“It’s only the new platform companies that 
see data as a sixth asset class. Not only will 
they take steps to insure it, but they also take 
bigger steps to invest in it. As data becomes 
more vital to business success, not taking all 
steps to protect it is like forgetting to insure 
the crown jewels.”

“It’s only once businesses change their 
culture to be more data oriented that they 
will start to do things like insure it. Insurance 
is clearly not the end goal, but it’s an 
indicator of companies seeing data as a 
valuable asset instead of simply a cost to 
be covered.”

“IT’S ONLY ONCE BUSINESSES CHANGE THEIR 
CULTURE TO BE MORE DATA ORIENTED THAT 

THEY WILL START TO DO THINGS LIKE INSURE IT”

COPYRIG
HT
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They are now launching a seventh generation SkyHawk AI 14TB surveillance- 
optimized drive which is tuned to work with 24/7 mixed workloads

Seagate the market leader in 
surveillance storage for 40 years

S
kyHawk AI 14TB is a surveillance-
optimized drive designed for NVRs 
and edge computing. Recording 
footage from up to 64 HD cameras, 

supporting 32 AI streams with metadata, 
and storing over 9000 hours of HD video, 
SkyHawk AI is tuned for 24/7 workloads. Its 
SkyHawk Health Management software 
actively monitors drive health.
 
A seventh-generation product, 
SkyHawk AI 14TB features expanded 
durability and a new 14TB capacity, the 
highest for a surveillance-optimized drive 
for security edge applications. At 550TB/
year, SkyHawk AI is designed for more 
than 3x the workload of standard 
surveillance drives. SkyHawk AI supports 
up to 64 HD cameras and 32 AI streams 
with metadata simultaneously. Its 90% 
write and 10% read workloads are ideal 
for NVRs enabled with AI for edge 
computing applications. Powered by 
SkyHawk AI, NVRs can ensure data is 

preserved and instantly accessible for 
analytics and real-time decision making.

By implementing SkyHawk AI, 
system integrators optimize their 
storage capabilities, maximize NVR 
and server performance, and ensure 
system longevity. Deploying SkyHawk AI 
reduces the risk of critical data loss and 
ensures data is readily available and 
protected. This ultimately results in fewer 
maintenance calls, greater peace of mind, 
higher customer satisfaction, high customer 
retention, and increased revenues. 

SkyHawk AI meets the need of providing 
both increased and more reliable storage 
as IoT and artificial intelligence technologies 
continue to see rapid adoption. About 
2,500 petabytes of data are expected 
to be recorded every day by surveillance 
cameras installed in 2019, according to IHS 
Markit. HD and ultra HD video coupled with 
metadata from surveillance AI puts hard 

drives under increasing stress. Not 
only do these drives have to adapt to 
24/7 mixed workloads, but they also 
have to accommodate longer retention 
periods for deep learning. SkyHawk AI  
is designed to meet all of these needs 
and is the ideal storage solution for 
surveillance AI applications.
 
SkyHawk AI drives offer many benefits 
to system integrators by optimizing their 
storage capabilities, maximizing NVR and 
server performance, and ensures system 
longevity. Deploying SkyHawk AI reduces 
the risk of critical data loss and ensures data 
is readily available and protected. This 
ultimately results in fewer maintenance 
calls, greater peace of mind, higher 
customer satisfaction, high customer 
retention, and increased revenues.
 

Visit them at IFSEC, booth IF1240 
or go to www.seagate.com

Specifications 14TB 12TB 10TB 10TB 8TB

Capacity 14TB 12TB 10TB 10TB 8TB

Interface SATA 6Gb/s SATA 6Gb/s SATA 6Gb/s SATA 6Gb/s SATA 6Gb/s

Height (mm/in, max) 26.11mm/1.028" 26.11mm/1.028" 26.11mm/1.028" 26.11mm/1.028" 26.11mm/1.028"

Width (mm/in, max) 101.85mm/4.01" 101.85mm/4.01" 101.85mm/4.01" 101.85mm/4.01" 101.85mm/4.01"

Depth (mm/in, max) 146.99mm/5.787" 145.99mm/5.787" 146.mm/5.787" 146.99mm/5.787" 146.99mm/5.787"

Weight (g/lb) 690g/1.521" 690g/1.521lb 690g/1.521lb 650g/1.433lb 650g/1.43lb
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Reinforce  
your resilience

Your security system is only as strong as  
its weakest link. With Genetec™ Security 

Center 5.8, understand how your defenses 
measure up and identify improvements with 

new Security Score and Firmware Vault.

Find out how to strengthen your security  
at IFSEC, booth #IF710 or at genetec.com/SC58
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